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ABSTRACT

The Group Membership Service (GMS), implemented at the Canac
Astronomy Data Centre (CADC), 1s a prototype of what could ever
an IVOA standard for a distributed and interoperable group membe
protocol. Group membership 1s the core authorization concept that
teamwork and collaboration amongst astronomers accessing distrib
resources and services. The service integrates and complements oth
control related IVOA standards such as single-sign-on (SSO) using
proxy certificates and the Credential Delegation Protocol (CDP).

— Groups are identified with unique URIs
Ex:1vo://cadc.nrc.cal GEM NI - Pl - GS- 2011

— Group Members identified with their X.509 Distinguishec
Ex: CN=Adr1 an Dam an, OUJ=hi a. nrc. ca, O=G |

GMS hosts are interoperable and independent of each other
service maintains its own group membership list.
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— Group Details

Group Mame: ABC
Group ID:  ivofcade.nrc.ca/gms#ABC

Create Group® Crwner Mame: Adrian Damian (adriand)

CADC Links

CADC Home ¥
CADC Registration®

— Current Members of ABC

Sroup Members: Patricl{
|:| Adrian Damian (adriand / CH=adrian damian,OU=hia.nrc.ca, O=grid, C=ca)

Remowe Members |

—Add Group Member to ABC

CADC User 1D ar Ipdowled Add Member
Distinguished Name:

Group Management Group Mame: IABC
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GMS at the CADC

At the CADC, there are currently 15,000 groups with more than
17,000 members. Resources that use GMS for authorizing:

— Proprietary archives. Pl and Program Access groups for
Gemini Science Archive (GSA), Canada-France-Hawaii
Telescope (CFHT), James Clerk Maxwell Telescope (JCMT)
and Dominion Astrophysical Observatory Science Archive
(DAOSA),

— VOSpace. User control access to their directories and files,

— CAOM TAP Service. Access to metadata in the Common
Archive Observation Model TAP Service,

— Restricted access Web sites. Restricted areas include
logging pages, telescope data specialists pages, GSA librarian
pages, eftc.,

— Annotations Web Service. Service that allows users to
annotate resources.

— GMS. Authorization for accessing and/or updating group
information uses GMS.

1 (2 (3 Steps to Share Private Distributed Resources Using GMS
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— Decentralized approach. Clients will use IVO Registri
dynamically discover available GMS hosts.

registered IVOA GMS provider and use them in the
authorization systems of any other resource providers.

scale well with the number of groups and users.

properties.

— Simplicity. GMS is a simple service that captures group
membership information only. This allows resource services to
independently define their own authorization schemes.

es to

— Interoperability. Users will be able to create groups in any

— Scalability. Because of its simplicity, the implementation will

— Group properties. This feature that allows clients to described
categories of groups and search for groups with certain

— Trust. Because the GMS is part of their authentication
mechanism, resource owners need to trust in the GMS hosts.
Good security measures at the GMS host, such as
communication over HTTPS channels and proper user
authorization, are essential.

— Availability. Without access to the GMS, resource
authorization will fail. Consider running mirror GMS for backup.

— Deleted Groups. Deleting groups might leave resources
inaccessible (authorization fails). To assist resource services
with the clean-up process, GMS hosts could return the status of
a group ID, for example: not in use, in use or deleted.

—openlD support. Use openlD as an alternative to X.509 DN for
identifying the user globally.

http://www.cadc-ccda.hia-iha.nrc-cnrc.gc.ca/gms/
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