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1 Introduction

1.1 Scope

This document is a configuration guide for Beckhoff PLCs used for ESO projects. It details how to
order PLCs and corresponding licenses as well as how to configure PLCs before connecting them to
the control network.

1.2 Definitions, Acronyms and Abbreviations

This document employs several abbreviations and acronyms to refer concisely to an item, after it has
been introduced. The following list is aimed to help the reader in recalling the extended meaning of
each short expression:

TBC To Be Clarified

TBD To Be Defined

PLC Programable Logic Controller

TwinCAT | The Windows Control and Automation Technology
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2 Related Documents

Non applicable
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3 BuyingaPLC

3.1 TwinCAT 3 Platform Level (performance level)

TwinCAT 3 Runtime components are available for different performance platforms (performance levels,
platform levels). Performance levels currently range from 40 to 94. The TwinCAT 3 license price
depends on the platform level and the level has to be specified in the license order number.

Examples of TwinCAT 3 platform levels are shown in Fig. 3.1.

Fig. 3.1: TC3 Performance Platforms (source: Beckhoff Info System)
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3.2 Standard PLC

Currently, the standard PLC for ESO instruments is CX2030-0125 with 16 GB of CFast disk (CX2900-
0033) instead of the default 8 GB disk. The performance level of this unit is 60. The option 0125
means that the system comes preinstalled with:

» Windows Embedded Standard 7 P 32-bit OS and
» TwinCAT3 Runtime (XAR).
The CX2030 also requires a Power Supply unit CX2100-0004.

3.3 PLC Licenses

Each PLC needs run-time licenses. The simplest way is to order licenses together with the PLC in the
same purchase order. This way the PLC comes preconfigured by Beckhoff and the user doesn’t have
to handle the licenses himself. If additional licenses are needed later on, they can be purchased and
then activated by the user.

The following sections describe each item in a purchase order and then give an example of a complete
purchase order that includes both HW and licenses.

PLC licenses are one-off licenses tied to the HW and the performance platform. Licenses bought
for a certain performance platform can be used for that platform or a lower one but not for a higher
platform. For example, licenses bought for CX2030 (60) could be used for CX5120 (40) but not for
CX2040 (70).

For more information about TwinCAT licenses, go to Beckhoff Information System and search for
Working with TwinCAT 3 license dongles.

Ordering Standard Licenses

TwinCAT 3 standard licenses are always linked to specific hardware. This is usually a TwinCAT 3
license dongle (EL6070 License Key Terminal or C9900-L100 license key USB stick). In principle it is
also possible to tie a TwinCAT 3 license to a specific Beckhoff PLC, e.g. CX2030. However, this has
a severe disadvantage that, if the PLC is replaced, the TwinCAT 3 licenses are no longer valid for the
new PLC. If, on the other hand, the TwinCAT 3 licenses are tied to a TwinCAT 3 license dongle, the
PLC can easily be replaced. In addition, spare PLCs that are kept in stock as replacement units don'’t
need additional licenses.

® BECKHOFF
n e EOWN OWu SWuSmu g
' FTomy >m omony il

Fig. 3.2: License Dongles (source: Beckhoff Info System)
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It is recommended to order licenses on the License terminal EL6070-0033.

It is also recommended that the EL6070 terminal is placed as the very first terminal after the CX2100-

0004 Power Supply, so its presence is clear when replacing a broken PLC (see Fig. 3.3).

Fig. 3.3: Recommended Position for License Dongle EL6070

Mandatory Licenses

ELE070

There are two runtime licenses that are mandatory for each PLC. One is needed for the PLC Runtime
and the other one for the communication with the PLC. The designation pp in the license catalogue
number stands for Performance Platform and is 60 for the standard CX2030. When ordering, pp
should be substituted with the correct performance platform, e.g. 60.

Table 3.1: Mandatory PLC Licences

License Descrip- | Note

Order # tion

TC1200- TC3 This is a license to run PLC programs

00pp PLC

TF6100- TC3 This is the license for the OPC UA, the standard communication interface
00pp OPC UA | between the PLC and the outside world.
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Additional Licenses
Depending on the PLC application, additional licenses might be needed. The most common licenses

are for the motion control and for the communication via serial port or TCP/IP. We also use C++ for
some code that has been ported from VxWorks systems.

Table 3.2: Most Common Additional PLC Licences

License | Description Note
Order #
TF5000- | TC3 NC PTP | Motion control for up to 10 axes.
00pp 10 Axes
TF5010- | TC3 NC PTP | Motion control for up to 25 axes. This license is in addition to
00pp Axes Pack 25 TF5000-00pp! Essentially it adds 15 axes to the system.
TC1300- | TC3 C++ Programming in C++
00pp
TF6311- | TC3 TCP/UDP | TCP/UDP communication
00pp Realtime
TF6340- | TC3 Serial | RS-232, 422 & 485
00pp Communica-
tion

License Bundles

License bundles are just a simplified way of ordering licenses since one license catalogue number
can contain two or more licenses. For example, TC1250-00pp (TC3 PLC/C++) contains both licenses
TC1200-00pp and TC1300-00pp. From the cost point of view there is no advantage in ordering
licenses in a bundle. The total cost of licenses is always the same regardless of if they were purchased
in a bundle or individually.

Ordering TwinCAT 3 Standard Licenses with and without Pre-activation

To enable unambiguous assignment of TwinCAT 3 licenses for pre-activation and the required licens-
ing platform (dongle or PLC) in the purchase order, please refer to Table 3 when ordering. The order
number of the TwinCAT 3 license dongle indicates whether or not to pre-activate licenses for the
dongle.

Table 3.3: Purchase Order Information for License Dongles

Order number Description

EL6070-0033 or C9900-L100- | TwinCAT 3 dongle with pre-activated TwinCAT 3 licenses
0033
EL6070-0000 or C9900-L100- | Empty TwinCAT 3 dongle (without pre-activated TwinCAT 3 li-
0000 censes)
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The order number of the TwinCAT 3 license is important for pre-activation of TwinCAT 3 licenses for
a type ...-0033 dongle. In this case, the third last digit of the TwinCAT 3 product number must be
“1”. When reordering licenses for a TwinCAT 3 license dongle that is already with the customer, the
license must be activated by the customer. In this case, the third last digit of the TwinCAT 3 product
number must be “2”.

Examples of the two above cases are given in Table 4. License order is for performance platform 60,
i.e. for CX2030.

Table 3.4: Order Number for Licenses Linked to Dongles

License Order | Description
#
TC1200-0160 | Pre-activation by Beckhoff for a TwinCAT 3 license dongle in the same purchase
order.

TC1200-0260 | No pre-activation by Beckhoff (license activation by customer)

Quotation/Purchase Order Examples

In this section we provide examples of possible ways to order a PLC CX2030 including the licenses
for PLC programming, OPC UA communication, up to 25 motor axes and the support for C++ pro-
gramming. Note that the option given in Option with EL6070 License Terminal EL6070-0033 (recom-
mended) is the recommended one.

Licenses Linked to the PLC (not recommended)

CX2030-0125 | Industrial PC with pre-installed TwinCAT 3 Runtime
CX2100-0004 | Power supply for PC

CX2900-0033 | 16 GB CFast card, instead of 8 GB CFast card
TC1250-0060 | TC3 PLC/NC PTP 10

TC1300-0060 | TC3 C++

TF5010-0060 | TC3 NC PTP Axes Pack 25

TF6100-0060 | TC3 OPC UA

Document Classification: ESO Internal [Confidential for Non-ESO Staff]
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Option with USB License dongle C9900-L100-0033

CX2030-0125

Industrial PC with pre-installed TwinCAT 3 Runtime

CX2100-0004

Power supply for PC

CX2900-0033

16 GB CFast card, instead of 8 GB CFast card

C9900-L100-0033 | License dongle with pre-activated TwinCAT 3 licenses

TC1250-0160

TC3 PLC/NC PTP 10

TC1300-0160 TC3 C++
TF5010-0160 TC3 NC PTP Axes Pack 25
TF6100-0160 TC3 OPC UA

Option with EL6070 License Terminal EL6070-0033 (recommended)

CX2030-0125

Industrial PC with pre-installed TwinCAT 3 Runtime

CX2100-0004

Power supply for PC

CX2900-0033

16 GB CFast card, instead of 8 GB CFast card

EL6070-0033

License Key Terminal with pre-activated TwinCAT 3 licenses

TC1250-0160

TC3 PLC/NC PTP 10

TC1300-0160

TC3 C++

TF5010-0160

TC3 NC PTP Axes Pack 25

TF6100-0160

TC3 OPC UA
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4 PLC Configuration

PLCs are normally placed on the control network. Therefore, they should be assigned a name and the
IP address. The following sections describe how to configure a newly arrived PLC. Please note that
ALL configuration steps are needed for correct configuration. Most of the configuration steps include
a link to the corresponding videos of the procedure executions.

New PLCs arrive with factory preset names and IP addresses that do not match the control network.
This makes it difficult to remotely connect to the PLC. The easiest way to start working with a new
PLC is to connect a screen, a mouse and a keyboard directly to the PLC. This way the PLC is seen
as any other Windows PC.

4.1 Backup of Delivered System
The first and very important step is to make a backup of the hard disk (CFast SSD) of the delivered
system, just in case something goes wrong, and the user has to recover the system.

Backup can be done using freeware program Clonezilla'. However, it is recommended to use Beckhoff
Service Tool C9900-H377 that is based on Acronis and is delivered on a bootable USB stick. Around
5GB of storage is needed for the complete backup of the system. The USB stick has enough space
for two or three PLC backups.

Insert the USB stick into one of the available USB ports on the PLC and reboot the PLC. Select
Backup and follow the instructions. Once the backup is complete, transfer the backup (*.tib) file to a
safe place on a PC.

4.2 Setting IP address

If possible, plug in one side of a network cable to the upper network port of the PLC and the other
side to a PC or some network. This will help to easily identify the network connection in the Control
Panel. The unused port should display “Network cable unplugged”. Normally, the upper connection
has a name with higher number in it than the lower port, e.g. Local Area Connection 2.

The procedure is the following:
» Go to: Start\Control Panel\Network and Sharing Center
» Select: Change adapter settings
* Right-click on the network to configure and select Properties.

» Scroll down to Internet Protocol Version 4 (TCP/IPv4), click on it and then press the Properties
button.

A dialog shown in Fig. 4.1 will pop up. Enter the required configuration and press OK.

' http://clonezilla.org/downloads.php
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A video showing how to set the IP address can be found here? .
Interniet Protocol Wersion 4 (TCR/IPwL) Propetties @

General

%ou can get IP settings assigned automatically if your network supports
this capability, Otherwise, wou need to ask wour network, administrakar
for the appropriate IP settings.

71 Obtain an IP address autornatically

@ Use the Following IP address:

IP address: 134 . 171 . 12 | 217
Subnek mask: 255,255 .255 . 0
Default gateway: 134 . 171, 12 | 254

Obtain DN server address automatically

@) Use the Following DMS server addresses:

Preferred DM server; 134 171 . 7 . 11

Alkernate DS server; 134,171, 15 . 11

[] validate settings upon exit PSRN, |

| (] 4 ]| Cancel I

Fig. 4.1: Setting of IP Address

4.3 Changing PLC Name

The procedure is the following:
» Go to: Start\Control Panel\System
» Select: Change settings in the lower right side of the screen.
» Under the Computer Name tab press the Change. .. button.
» Enter the new name in the “Computer name” input field and confirm with OK.

Once the name has been changed, the PLC has to be rebooted for the change to take effect.

2 hitps://europeansouthernobservatory-my.sharepoint.com/personal/jhaucke_eso_org/CSE/cins/cins_public/Shared%
20Documents/PLC%20Material/Videos/PLC_Setup__ Set_IP_Address.mp4
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A video showing how to change the name of the PLC can be found here® .

4.4 Enabling Firewall

Firewall for both network ports should be active, i.e. turned ON, as shown on Fig. 4.2.
The procedure is the following:

» Go to: Start\Control Panel\Windows Firewall

* Click on: Turn Windows Firewall on or off in the upper left side of the screen.

» Turn on Windows Firewall for both networks and confirm with OK.

@@vlﬁ v Control Panel » All Control Panel lkems  » Windowes Firewrall

File  Edit “iew Tools Help

Control Panel H : i :
HRRSAREEN Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
! Change notification settings How does a firewall help protect my computer?

'F_‘:g' Turn Windows Firewall on or What are network locations?

off
'E:g" Restore defaults

Mot Connected V

'E‘E' Advanced settings ot A

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active public networks: = Metwork 3

Motification state: Do not notify me when Windows Firewall blocks a
new program

Fig. 4.2: Both Networks with Firewall ON

3 hitps://europeansouthernobservatory-my.sharepoint.com/personal/jhaucke_eso_org/CSE/cins/cins_public/Shared%
20Documents/PLC%20Material/Videos/PLC_Setup__Set_ PLC_Name.mp4
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4.5 Opening OPC UA Port 4840

Due to the active firewall, in order to be able to communicate with the PLC from the high-level software,
a special port 4840 will have to be open.

The port is open from the Control Panel Firewall Advanced settings by defining a new inbound rule.

A video showing how to open OPC UA port 4840 can be found here?.

4.6 Enable ping Service

The ping service can be enabled from the Control Panel Firewall Advanced settings by reconfiguring
one of the existing Inbound rules for File and Printer Sharing (Echo Request — ICMPv4-In) for Private,
Public Profile. The Remote Address must be changed from Local subnet to Any.

A video showing how the ping service is enabled can be found here®.

Note: From this point on, the PLC can be put on the network and accessed via Remote Desktop.

4.7 Install and Configure OPC UA Server v5

Since version 4.4.0, the TwinCAT OPC UA Server has added some complexity to the installation and
initialization process to increase security. This chapter describes the entire process of installing a new
Server version with the additional security but allowing the OPC UA Server to be back compatible with
the less secure communication methods.

* hitps://europeansouthernobservatory-my.sharepoint.com/personal/jhaucke_eso_org/CSE/cins/cins_public/
SharedDocuments/PLCMaterial/Videos/PLC_Setup__ Opening_OPC_UA_Port.mp4

5 hitps://europeansouthernobservatory-my.sharepoint.com/personal/jhaucke_eso_org/CSE/cins/cins_public/
SharedDocuments/PLCMaterial/Videos/PLC_Setup__How_to_Enable_ping_Service.mp4
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Install OPC UA Server v5 and OPC UA Configurator

* Login to PLC using the Remote Desktop.
» Double-click the downloaded binary for the OPC UA Server and start the installation process.

* A popup will come up with an option of installing a none/none endpoint, this should be selected.

ﬁ Beckhoff TFE100 OPC-UA Server - 5.1.106.0 >

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Enable nonefnone Egdpnint

InstallShield

< Back Install Cancel

Fig. 4.3: ..

» Complete the installation.
» Double click the downloaded binary for the OPC UA Configurator and complete the installation.
* Reboot the PLC.
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Connecting for the First Time

» Using UAExpert connect to the PLC using the Basic256Sha256 method and Anonymous user.
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B Add Server ? pet
Configuration Name | TcOpclUaServer@PELGSICSO |
PKI Store Default -
Discovery Advanced
Endpoint Filter: | Mo Filter -
> ) opcicp://134.171.19.212:4840 g
> ) opctcp://pelgsics0.hg.eso.org
v O opctep//134.171.24.10
v _Q TcOpcUaServer@PELGSICSO0 (opc.tcp://PELGSICS0:4840)
) Basic2565ha256 - Sign & Encrypt (uatcp-uasc-uabinary)

L Aes256 Sha256_RsaPss - Sign & Encrypt (uatcp-uasc-uabinary) Endpoint URL: o
'y Aes128_Sha256_RsaOaep - Sign & Encrypt (uatcp-uasc-uabinary) | Security Policy: B

v [-) Recently Used Message Security
e 134.171.2.240:24591 Security Level: 11
@ FreeOpcUa Python Server Certificate Key Si

@ TcOpcUaServer@splc010

@ TcOpcUaServer@pelticsh

"y TcOpcUaServer@BTMN-000t9abh
) TcOpcUaServer@PELGSICSO

Authentication Settings

@ Anonymous

Username Store

Password

Certificate

Private Key

[ ] connect Automatically

Fig. 4.4: ..

* Ignore any error.
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» Temporarily accept the server certificate and press Continue.
B Certificate Validation X

Validating the certificate of server TcOpcUaServer@PELGSICSD' returned an error:

BadCertificateUntrusted

Certificate Chain

Name Trust Status
e TcOpcUaServer@PELGSICS0 Untrusted

Certificate Details

ok [BadCertificateUntrusted]

Common Name TcOpcUaServer@PELGSICSO
Organization Organization
OrganizationUnit Unit

Locality LocationName

State

Country DE

DomainComponen PELGSICSO

Issuer

Common Name TcOpcUaServer@PELGSICSO

Organization Organization

OrganizationUnit Unit

Locality LocationName

Stata v

Trust Server Certificate

Accept the server certificate temporarily for this session

Continue

Cancel

Fig. 4.5: . .
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» Find the RPC call TrustOnFirstUse and call it by right-clicking on the name.

) Root
v ) Objects
v & Initialization
> 9 TrustOnFirstUse
> o Server
> 2 Types
> 12D Views

Fig. 4.6: . .

» The values for Username: opcua_user and Password: pass4u! should be filled in. This user will
be created as a Windows user and will become the administrator user for the OPC UA Server.

. Call TrustOnFirstUse on Initialization

Name Value DataType Description
Username |opcua_user | IZI String

Password |pass4u! | IZI String

Name Value DataType Description
AddStatus |0 (Succeeded) ~ CreatelserResult

LogonResult Boolean

g
;

Fig. 4.7: . .

» Press the Call button. The Result should be Succeeded, and the AddStatus value should be “0
(Succeeded)”. Then, after a couple of seconds, the OPC UA Server should reset.

+ If the AddStatus is not as expected (see example in Fig. 4.8), most likely the OPC UA Server
and the Configurator will have to be uninstalled, and the user opcua user deleted from the
system, before the complete process is repeated. Chapter Uninstalling Existing OPC UA Server
describes this procedure.
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B call TrustOnFirstUse on Initialization ? X
Name Value DataType Description
Username |opcua_user | E String

Password |pass4u! | III String

Output Arguments

Name V. DataType Description
AddStatus G.Uu.:er already exists) j ~ CreateUserResult

LogonResult Boolean

[ cal | close |

Fig. 4.8: ..

* If there is a Connect Error, Ignore it to continue.
+ Disconnect from the Server.

» Now, you should be able to reconnect to the server again using Basic256Sha256 but now using
the Username and Password that was entered in the previous step. Please note that in case
you were using Custom discovery in UaExpert, you should Rebrowse to have the client request
for Username and Password, as it's shown in Fig. 4.9.
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B Add Server ? pod

Configuration Name

PKI Store Default -
Discovery Advanced

Endpoint Filter: | Mo Filter -

@ < Double click to Add Reverse Discovery.. = ~

~ % Custom Discovery
& < Double click to Add Server... »

1 opctep:/134.171.2.240:27013
opctep://134.171.2.240:22322
opctop://134.171.2.240: 25496
opc.top:/134.171.2.240: 26631
opctops//134.171.3.168:21593
opc.top://eltlgse1:31251
opctep:/fsplcd10
opctep://134.171.24.10

'y Si404 474 40 4 A0 A
L= = = s L R SR

A

[

At

[

bt

&

W W W W W W
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Fig. 4.9: ..
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B server Settings - SPLCO14@134.171.1..  ? X
Configuration
Configuration Name |SPLC014@134.171.12.217
PKI Store Default b
Server Information
Endpoint Url |Upc.tcp:H134.1?‘1.12.21?:484D
Reverse Connect |:|
Security Settings
Security Policy Basic2565ha256 s
Message Security -
Mode Sign & Encrypt b
Authentication Settings
O Anonymous
Username |0pcua_user | Store
Password |ll-l-llll- |
Certificate
Private Key

Session Settings

Session Name

Fig. 4.10: . .

+ Connect again.
* If there is a Connect Error, Ignore it to continue.

» Press the Trust Server Certificate button and then check the Temporarily accept the server
certificate checkbox. Press Continue.
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Organization Organization
OrganizationUnit Unit
Locality LocationName

State A4

Trust Server Certificate

Accept the server certificate temporarily for this session Cancel

Fig. 4.11: ..

* If there is a Connect Error, Ignore it to continue.

» Disconnect from the Server.

Allow Anonymous Connections to the Server

» Connect to the PLC via Remote Desktop.

* Open the TwinCAT OPC UA Configurator via Start > BECKHOFF > TF6100 OPC-UA Configu-
rator.

» Press Edit to configure the server to connect to. It is better to use the real PLC name in Server
URL rather than localhost to avoid some nagging popups.

Document Classification: ESO Internal [Confidential for Non-ESO Staff]



+S Doc. Number: ESO-315156
+ . . ) .

+ E@ Beckhoff PLC Configuration Guide Doc. Version: 2

Released on: 2022-12-21

<+ Page: 24 of 50

B TwinCAT OPC UA Configurator — O x

File Server

D ﬁﬂ‘ s

Configured TwinCAT OPC UA Servers X
Data Access  Historical A

Settings Server URL: [opetep://PELGSICS0:4240 | | Get Endports |

Devices Endpoints: | Basic2565ha256 - SignAndEncrypt ~ | | Add | =

SecurityPolicyUr SecurtyMode |dentity TokenType  |dentity

Date/Time G

o 4/3/2024 11:32.55 AM  Successfully disconnected from server! Y]
Logging = Target Browser

Fig. 4.12: ..

+ Click on Get Endpoints, a certificate will need to be created and a popup will emerge. Accept
the defaults and press Create to continue.

 Click on Add, this will add a line to the bottom table.
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B TwinCAT OPC UA Configurator — O .4
File Server
D s —
- Configured TwinCAT OPC UA Servers X L
Data Access  Historical A
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-
Date/Time G
@
@
A 4/3/2024 11:33:19 AN - selected endpoirt retumed an Endpoint U that is sther syriactically not co
@ 4/3/2024 11:32:55 AM  [Badldentity Token Rejected]
Q 4/3/2024 11:32:55 AM  Successfully disconnected from server! Y]
Logging = Target Browser
Fig. 4.13: ..

» Double click on the server line and a popup will emerge with the details of the connection.

» On the popup, you can change the Name of the server and in Identity Token Type select User-
Name, then in Identity please write the UserName, i.e., opcua_user, from the TrustOnFirstUse
Call in the previous step.
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File Server

D ﬁ ﬂ ‘ R r— «| Edit | Connect Disconnect | Connection state:disconnzcted
Configured TwinCAT OPC UA Servers x
Data Access  Historical {
Settings Server URL:  [opcicp://PELGSICS(:4840 | | Get Endpoints |
Devices Endpoints: Basic2565ha256 - SianAndF: 2. Add l
Configure server connection *
Name | Settings nType  Identity
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SecurityMods: | SignAndEncrypt ~]
Identity TokenType: | UserName v|
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[ o ] Coned

Date/Time

,& 4/3/2024 11:33:15AM  The selected endpoint retumed an EndpointUd that is etther syntactically not comect or different from the ServerUd: opc top://PELGSICSD: 4840
@ 4/3/2024 11:32:55 AM  [Bad|dentity TokenRejected]
@ 4/3/2024 11:32:55 AM  Successfully disconnected from server! W

Logging  Target Browser

Fig. 4.14: ..

+ Click on Ok and then close the Configured TwinCAT OPC UA Servers window. You will be back
to the configurator, and the name of the connection will be displayed.
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B TwinCAT OPC UA Configurator - O b4

File Server

DT . s o] e

Data Access  Historical Access  Alams & Conditions  Security  Server Settings  Online Panel
Settings

Connect Disconnect | Connection state: disconnected

Devices

Name AmsNetld AdsPort Type Disabled

Date/Time Message )
@ 4/3/2024 11:38:51 AM  Connection aborted by user
@ 4/3/2024 11:33:22 AM  [Bad|dentity TokenRejected]
Q 4/3/2024 11:33:22 AM  Successfully disconnected from server!
A 4/3/2024 11:33:19 AM - The selected endpoint retumed an Endpoint Urd that is either syntactically not comect or different from the ServerUn: ope tep://PELGSICS0:4840
€9 4/3/2024 11:32:55 A [Badidentity TokenRejected] v

Logging Target Browser

Fig. 4.15: ..

+ Click on Connect, a popup will appear. Write the Password for the user. Press OK.
» The status connected should appear at Connection state.
« Click on Server > Open from target to load the current configuration from the OPC UA Server.

+ Click on the Security tab.
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B TwinCAT OPC UA Configurator — O x

File Server

= o
J e H e e | PELGSICSD Edit | Connect Disconnect = Connection state: connected
L.J n san

Data Access  Historical Access  Alamns & Conditions  Security  Server Settings  Online Panel

Users/Groups  Node pemissions

Users Groups
A & & &
4 ! i 3 g
Guests Users Administrators
\lr Ancrymous user
* Operating system user
’ Server user
Date/Time Message 2

@ 4/3/2024 11:41:.03 AM  Successfully read corfiguration from server

@ 4/3/2024 11:39:57 AM  Successfully connected to server!

@ 4/3/2024 11:3957 AM  An emor has occumed while connecting to the server: Object reference not set to an instance of an object.

@ 4/3/2024 11:38:51 AM  Connection aborted by user

@ 4/3/2024 11:33:22 AM  [Bad|dentity TokenRejected] Y]

Logging = Target Browser

Fig. 4.16: . .

* Right click on the Users box and select Add.

» The User details popup emerges. Select None in Authentication Provider and Users in Member
of group, then press Ok
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User details @
Settings
Authentication Provider, | | None -
|Jzermame: Anonymous Roat user
Pazzword:

tember of group(s):

HomirmErators

Ok l [ Cancel

Anorymous user provides no authentication! We recommend to use O35 users instead!

Fig. 4.17: . .

* A new user Anonymous appears in Users

+ Click on the menu Server / Activate on target and select Yes to restart the Server.

Allow None as Security Policy

« On the TwinCAT OPC UA Configurator click on the Server Settings tab.
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. TwinCAT OPC UA Configurator

File Server

Edit | Connect Disconnect | Connection state: connected

Data Access  Historical Access  Alamms & Conditions  Security  Server Settings  Online Panel
Endpoint  Trace
Ovenides

Serverport: 4840 = Disable ApplicationUR| check

General settings

[] Mllow deprecated security policies
Automatically trust all client certficates

Security settings

SecurityPalicy

» E hitp://opcfoundation.org/UA/Security Policy#Basic 2565ha 256
[ﬁ hitp://opcfoundation.org/UA/SecuntyPolicy#Aes 256_Sha256_RsaFss
[ﬁ hitp://opcfoundation.org/UA/SecurityPolicy#Aes 128_Sha256_RsaOaep

Date/Time Message
@ 16.04 2024 09:31:53  Successfully read configuration from server

@ 16.04.2024 09:31:27  Successfully connected to server!
@ 16.04.2024 09:31:26  An emor has occumed while connecting to the server: Object reference not set to an instance of an object.

Logging = Target Browser

Fig. 4.18: . .

* Right-click on the Security settings box and click on Add in the popup menu.

* A Configure endpoint security popup emerges. Under SecurityPolicy select SecurityPol-
icy#None and in MessageSecurityModes enable None. Press Ok. This will add the Securi-

tyPolicy#None.
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[l TinCAT OPC UA Configurato - O X
File Server
o ~
j :? H ﬁ:. Server] Edit | Connect Disconnect | Connection state: connected
sam
Data Access  Historical Access  Alarms & Conditions  Securty  Server Settings  Online Panel
Endpoint | Trace
General settings Ovemides
Serverport: 4840 = Disable ApplicationURI check
[ Allow deprecated security policies
Configure endpoint security *
Settings
SecurityPolicy: http://opcfoundation.org/UA/SecurityPolicy#None ~
Security settings Message SecurityModes: Mone
SecurityPolicy Cancel
[-_n| http://opcfoundation.org/UA/SecurityPolicyH#Aes256_Sha2b6_RsaPss
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Date/Time Message

16.04 2024 05:31:53  Successfully read corfiguration from server
! 16.04.2024 09:31:27  Successfuly connected to server!
! 16.04.2024 09:31:26  An emor has occumed while connecting to the server: Object reference not set to an instance of an object.

©a

Logging  Target Browser

Fig. 4.19: ..

+ Click on the menu Server/Activate on target and click Yes to restart the server.

« After this last step, UaExpert should provide a new configuration option None — None.

» Connect as Anonymous and the Security Policy None-None.
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Discovery Advanced

Endpoint Filter: | Mo Filter -
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Username Store

Password

Certificate
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Fig. 4.20: . .

If for some reason you would like to reinstall the OPC UA Server v5, first you should uninstall it. To be
able to start from scratch, the procedure described in Chapter Uninstalling Existing OPC UA Server
should be followed.
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4.8 Configure OPC UA Server v5 for solutions with multiple PLC projects

In cases where the TwinCAT solution contains more than one PLC project, the OPC UA Server re-
quires some additional configuration to properly expose variables from all projects/ports.

* In TwinCAT XAE Shell confirm the port that the PLC projects are using. In the Solution Explorer
double click on a particular PLC project to open the Project tab.

Project  Settings

Project Name: | IHEEE=A] s~ | & |1 |
=
Project Path: ~ |PLC_Project1 N |
-
Project Type: |P|C Project | Fort: |E‘5-I |
|

Project Guid: | {3BCADBEQ-EFES-45CE-BAEG-AIB2TEEF0981}

Encryption: Mo boot project encryption (default) w

[+ Autostart Boot Project Symbolic Mapping

Comment:

Compiler Defines

Manual:

Fig. 4.21: ..
» Open the OPC UA Server Configurator and connect to the OPC UA Server as opcua_user. You
will have to enter the password as well.
» Repeat the following for every project/port in the TwinCAT solution:

» Once connected, switch to Data Access tab. There should be at least one Device configured for
the default port 851. Right-click to Add a new project.
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D ﬁ ﬂ “=.-“" |Sﬂvu'l v| Edit | Connect Disconnect = Connection state: connected
: [T
Data Access  Historical Access  Alamms & Conditions  Evertlogger  Securty  Server Settings  Online Panel
Settings
Devices
Mame AmsMetld AdsPort Type Disabled

127.0.0.1.1.1

TwinCAT 3 PLC (TMC) - Fittered

Date/Time

@ 30/01/2025 10:54:07
@ 30/01/2025 10:54:04
@ 30/01/2025 10:54:04
@ 30/01/2025 10:54:04
o
Li]

30/01/2025 10:54:04

A Feeodaoioo . Fiooli_crh.

Message

Successfully read configuration from server

Successfully connected to server!

Successfully refreshed cerificate list

Found device http://Beckhoff com/TwinCAT,/TF&6100/Server/Configuration
Found device um:Beckhoff Automation:Ua:AC

Found device um:Beckhoff Automation: La:HA

DT LT

Fig. 4.22: . .

+ In the popup, enter the relevant information for your project and press OK. Pay special attention
to the AdsPort and SymbolFile values, that should contain the Port of your specific PLC Project.
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Configure device X
Target communication
Name: |PLC2 Type: TwinCAT 3 PLC (TMC) - ~
AmsNetld: 127.001.11 Local Remate | SymbolFile: | [Boot Dir]\PlcPort_852 tmi Upload
AdsPort: 852 | MaxGetHandle: 100 =
AdsTimeout: 2000 B [] ImportPlcProperties
laMode: ByHandle — (] ReleaseAdsHandles
[ LegacyAmayHanding [] Disable device
Device meta-data (DI)
Manufacturer; | | Software Revision: | |
Model: | | Hardware Revision: | |
SerialNo: | | DeviceRevision: | |
DeviceManual: | | RevisionCourter: | |
Miscellaneous
Identifier: None w | NsMameVersion: |2 w
Cancel

Fig. 4.23: . .

+ After the devices for all project ports are added, Select Server / Activate on target to update the
configuration and restart the OPC UA Server.

» Go to the Security tab and in the Groups window right-click on the Users group, then click on
Edit.
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Users/Groups  Node permissions
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opcua_user Anonymous Guests
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_CJ\ Anonymous user
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Date/Time Message ~

@ 30/01/202511:10:04  Updated DefaultAccess entries on group Users

@ 30/01/2025 11:06:43  MNamespace of new device has been added to "Users' group.

@ 30/01/2025 10:54:07  Successfully read configuration from server

@ 30/01/2025 10:54:04  Successfully connected to server!

@ 30/01/2025 10:54:04  Successfully refreshed cerfficate list

2 30/01/2025 10:54:04  Found device http://Beckhoff.com/TwinCAT/TF&100/Server/Configuration
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Logging = Target Browser

Fig. 4.24: . .

* In case the configuration has not been automatically added, right click on the NamespaceName
table and then on Add.
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Edit | Connect Disconnect | Connection state: connected

Data Access  Historical Access  Alamms & Conditions  Evertlogger  Securty  Server Settings  Online Panel

Users/Groups  Node permissions

Users Groups
I—— . 1] I— — — |
GroupDetails x
| Group details MNamespace access
MName: | Users MNamespaceMame Access
Member of group(s): [Guests 3 um:[NodeName]:Beckhoff Automation: TeOpcllaServer: UA_ATTRREADABLE, UA_READABLE, UA_BRC
Administrators http://opefoundation.org/UADIS UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE...
http://PLCopen.org/Opclla/AECE1131-3/ UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE...
um:Beckhoff Automation:Ua: Types:Global Types UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE...
http://Beckhoff com,/ TwinCAT/TFE100/Server/Configuration | UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE
um.Beckhuﬁﬂ| Add | UA_ATTRREADAELE, UA_READABLE, UA_BROWSEABLE...
um:BeckhoffA Remo:re UA_PERMISSION_ALL
um:[NodeNar Edit a:PLC2 UA_PERMISSION_ALL
Cancel
Date/Time Message ~
@ 30/01/202511:10:04  Updated DefaultAccess entries on group Users
@ 30/01/2025 11:06:43  MNamespace of new device has been added to "Users' group.
@ 30/01/2025 10:54:07  Successfully read configuration from server
@ 30/01/2025 10:54:04  Successfully connected to server!
@ 30/01/2025 10:54:04  Successfully refreshed cerfficate list
2 30/01/2025 10:54:04  Found device http://Beckhoff.com/TwinCAT/TF&100/Server/Configuration v

Logging = Target Browser

Fig. 4.25: . .

» From the Available namespaces menu, select the one that corresponds to the PLC project port
you are configuring. Then, in the bottom frame click on All to give all permissions to access this
namespace to the Users group.

Cenfigure DefaultAccess d
Default Access details Q____,...-

Available namespaces: | um:Beckhoff Automation:Ua:PLC2 ~ I/\\s
NamespagéMame: um;: Beckhoff Automation: Ua:PLC2 |

P sions

Al Browse H ij

Fig. 4.26: . .
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» Select Server / Activate on target to update the configuration and restart the OPC UA Server.

Bl TwinCAT OPC UA Configurator - O x

File Server

— .
j __? H B Serverl Edit | Connect Disconnect | Connection state: connected

Data Access  Historical Access  Alirms & Conditions  Evertlogger Security  Server Settings  Online Panel

Users/Groups  Node issions| Activate on target h

Users Groups

TS ¥ 3 3

Users Administrators

opcua_user Anonymous

\l'_ Ancnymous user

* Operating system user

’ Server user

Date/Time Message 2

30/01/2025 11:19:51  Successfully connected to server!

30/01/202511:19:41  Successfully restarted server

30/01/202511:19:40  Successfully wrote corfiguration to server
30/01/2025 11:16:25  Successfully connected to server!

=\' 30/01/202511:16:25  Successfully restarted server

f&\, 30/01/2025 11:16:24  Successfully wrote corfiguration to server
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Y

'@

@

Y

@'

Logging = Target Browser

Fig. 4.27: . .

* At this point, the OPC UA Server should expose the data from the projects you have configured.
This can be checked using UaExpert, as shown in Fig. 4.28.
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Fig. 4.28: . .

4.9 Configure OPC UA Server for TMC

The OPC UA Server Configurator program TcOpcUaConfigurator.exe is located under:
C:\TwinCAT"\ Functions\ TF6100-OPC-UA\ Win32\ Configurator

By double-clicking on it, the configurator panel will pop up. Then one should Connect, click on Server
/ Open from target, and then double click on the PLC line. In most cases the user doesn’t have to do
anything since the system is already configured for the TMC notation. However, it is worth checking
that everything is properly configured, as shown on Fig. 4.29.
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File Server
—~ Cenfigure device X
R=a=
| r— Target communication
Data Access  Historicd — Name FLC1 Type: TwinCAT 3 PLC (TMC) - Fittered 2
Settings AmsNetld: 12700111 Local | | Remote | SymbolFi: [BootDir/Plc/Port_851.tme Upload
Devices AdsPort: 851 3| MaxGetHandle:  [100 =
Disabled
D m AdsTimeout: 2000 = [ ImportPlcProperties -n
loMode: ByHandle - [ ReleaseAdsHandles
[ LagacyAmayHanding [ Disable device
Device meta-data (DI}
Manufacturer: |beckh0ﬁ.com | SoftwareRevision: | |
Model: |PC-based Control | HardwareRevision: | |
SerialNo: | | DeviceRevision: | |
DeviceManual: | | RevisionCounter: | |
Miscellaneous
Identifier: None ~ | NsNameVersion: |2 w
Date/Time ()
@ 27082024 10:3
@ 27082024 10:3
@ 27.08.2024 10:3]
@ 27082024 103 e
/= 2757 SOCCESSIINy SETVEr v

@ 27.08.2024 103

Logging  Target Browser

Fig. 4.29: OPC UA Server Configuration

Connecting to the Control Network

Once the PLC has been fully configured, it should be put on the control network and tested by creating
a simple application with TwinCAT software.

Backup of Newly Configured System

Once it has been confirmed that the PLC is correctly configured and ready to use, it is highly recom-
mended to do another backup of the system following the instructions given in section 4.1.

EL6688 (PTP) Configuration

This section explains how to configure terminal EL6688 in order to obtain external time references

using PTP.

Assumption

S

» A PTP network connection is available and ready to use.

» The EL6688 hardware version is 10 or above.
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« The EL6688 software version is 11 or above8.

* There is another DC-capable terminal in the EtherCAT network. This terminal is the one to be
used by the EtherCAT master as a reference clock.

» EtherCAT cycle time: 1 ms recommended, with slower cycle times the synchronization becomes
less exact.

The TwinCAT system does not update its internal time (Distributed Clocks time) but it delivers an offset
to be used by the applications to derive the absolute time (UTC or TAl). Once the terminal EL6688
(see Fig. 4.30) has been added to the EtherCAT network, it is then possible to start its configuration
following the steps described below.

T —
Status LEDs ® i

—_—
D LS

@ i

Ethernet port 1 i‘

il

IEEN58Y

Ethernet
BEGKHOFF ELisEd
, — p—

Top view

Fig. 4.30: Terminal EL6688 (PTP)

The hardware and software versions can be obtained from the terminal “CoE — Online” tab.

8 If these conditions are not met, the EL6688 might have problems working with switches due to a lack of support for
IGMP protocol version 3. It can still be used but it requires static switch configurations.
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General FEtherCAT DC Process Data Plc Statup CoE -Online  QOnline

I Update List | [JAuto Update Single Update [_] Show Offline Data

Advanced...
Add to Startup... | Online Data Module OD (AoE Port): |0
Index Name Flags Value
1000 Device type RO 0x00001389 (5001)
1008 Device name RO EL6688
1009 Hardware version RO 14
100A Software version RO 1
+ 1010:0 Store parameters RO >1<
+-1011:0 Restore default parameters RO >1<«
+-1018:0 Identity RO >4<
+- 10F0:0 Backup parameter handling RO >1<
+- 10F4:0 Extemal synchronization status RO >19¢<
+- 10F5:0 Extemal synchronization settings RO >18<
+-1800:0 TxPDO-Par Extemal Sync RO >6<
+-1801:0 TxPDO-Par Extemal Sync (32 Bit) RO >6<
+-1802:0 TxPDO-Par Extemal Sync Compact RO >6<
+ - 1A00:0 TxPDO-Map Extemal Sync RO >9¢<
+ 1A01:0 TxPDO-Map Extemal Sync (32 Bit) RO >9<

Fig. 4.31: EL6688 CoE-Online tab

Changing CoE Settings

The EL6688 needs to be configured to enable the reception of PTP updates from the PTP master.
Follow the steps according to what is described by the Beckhoff documentation.

1. Set EL6688 to PREOP This should be correctly reflected in the “Current State” field under the
“Online” tab, see Fig. 4.32.
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General BtherCAT DC Process Data  Fle Startup CoE -Online  Cnline

State Machine

Init Bootstrap
Cument State: |PREOP
Safe-Op
Requested State:  |PREOP
Op Clear Emor
DLL Status
Part A: |Carrier / Open |
Port B: |Carrier J Open |

Mo Camier / Closed

Mo Carmier / Closed

File Access over BtherCAT
Download ... |pload...

Fig. 4.32: EL6688 set to PREOP.

2. Set CoE parameters as shown in Fig. 4.34. Note that the /P Address in index F8EQ:02 is
entered as a single hex number by converting the four decimal numbers of the IP address into
hex numbers. In the given example, the IP address is “192.168.1.15”. The same rule is for the

Subnetmask in index F8EO0:03, in this case “255.255.0.0".

3. Enter the value 0x65766173 in index 1010:018. This action will save permanently the parame-

ters in the terminal.

4. Set EL6688 to INIT and then to OP.

® http://infosys.beckhoff.com/content/1033/e16688/html/Bt_EL6688_ObjectDescription.htm
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General EtherCAT DC Process Data Plc Statup  CoE - Online  Online

State Machine

Cument State: |OP |
Saie0p
Requested State: |OF‘ |
Op Clear Emar
DLL Status
Fort A: |Carrier / Open |
Fort B: |Carrier / Qpen |

Mo Camier / Closed

Mo Camier / Closed

File Access over BtherCAT
Download ... Upload...

Fig. 4.33: EL6688 set back to OP.

Index I MName l Flags l Value I Definition of the
FOOg Code word Rw/ (0x00000000 () protocol. Here

- FeB0.0 PTP Common R/ 3 PTPV2 shall be
F880:01 Precision Time Protocol R [ |IEEE1588-2008 [PTPv2) - Slave ... V selected (PTPv2 —

- Fegz.0 PTPv2 Settings R/ >9<
F882:01 Transport Layer R [ LAYER 3 (PTP over UDP) (1 ]]

F882:02 Domain Number R Ux0000 (0] \ Definition of the
F882:03  Sync Interval R 1 Second (0) transport layer. Here
F882:04 Delay Request Interval R 1 Second (0) PTP over UDP shall
F882:05 Delay Mechanism R DISABLED (0) be selected.

F882:06 Announce Interval R/ 2 Seconds (1)

F382:07 Announce Interval Timeout R/ 3 Intervals (3)

F882:08  Priorityl R (0=0080 (128)

F882:09 Priority2 Rwf 0x0080 (128)

-/ F8EQ:D Ethemet Settings Rw/ >4¢ i
FSEC:01  Address Type R FIXED (1) Ethernet settings
FEEC:02  IP Address RW 0xCOAS010F (-1062731505) |y | in hexadecimal.
FEED:03  Subnetmask R 0=FFFFO000 (-65536)

FBED:D4 Gateway R
+ - FBFO:0 Vendor data R »1<
+ - FABD0 PTF Diag RO »>15¢

Fig. 4.34: EL6688 Relevant configuration parameters

After doing the above steps and if everything is connected properly, the EL6688 should start receiving
packets. These can be seen in the External Sync parameters below the terminal in the solution
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explorer, see Fig. 4.35. The “External device not connected” parameter shall be zero and the “Control
value update foggle” shall toggle between 1 and 0.

Mame [¥] Online Type
#l Synec Mode e (2) BIT2
#| Control value update toggle 0 BIT
#l Time stamp update toggle 0 BIT
i External device not connected X 0 BIT
A Internal time stamp A T24426707148825630  ULINT
aF! External time stamp X T24426746941825555  ULINT
#| Control Value for DC Master Clock 999 DINT

Size =8ddr.  In/Out
0.2 226.0 Input

0.1 2275 Input
01 227.6 Input
0.1 2277 Input

2.0 228.0 Input
a.0 236.0 Input
4.0 244.0 Input

Fig. 4.35: EL6688 External Sync parameters

EtherCAT Configuration

In order to use the time from the IEEE1588 network, the EtherCAT master shall be configured accord-
ingly. The above means that DC must be in use and the option ‘DC time controlled by External Sync
Device’ must be selected. This is usually done automatically by the system which will attempt to select
a DC-capable terminal as the reference clock. This terminal has to be installed before the EL6688 in
the EtherCAT network. Whenever possible, it is recommended to use coupler EK1110 as a reference
clock. In order to access this configuration, select the EtherCAT master (“Device 1 (EtherCAT)” as
shown in Fig. 4.36) and then select “Advanced Settings” from the “EtherCAT” tab. Once this is done,
the configuration is found under “Distributed Clocks”, see the example in Fig. 4.37.

o o-d ;'E -l - General Adapter EtherCAT  Online  CoE - Online
Search Solution Explorer (Ctrl+;) 2~
: ) ) Netld: [198.19.191.40.2.1 | | Advanced Settings...
+fg] Solution TrsClientTester' {1 project)
2 "HJ TrsClientTester Datarate: 100 MBit/s Export Configuration File. .
b (Gl SYSTEM
MOTION Syne Unit Assignment...
B PLC
(43 SAFETY Topology...
C++
la ANALYTICS Frame Cmd Addr Len WC Sync Unit Cycle (mz)  Ltilizat
4 = ) .D NOP <0000 (x0900 4 1.000
4 i Devices : Bo  ARuW  odfe Be0S1D 4 1.000
4 | e [ A Bo 20RO 003D 2 1.000
[]
:_ Image o R0 ox03000000 1 1.000
Image-Info Mo wR 01000000 1271 <defautt> 1.000

Fig. 4.36: EtherCAT master parameter window.
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- State Machine Distributed Clocks Reference clock
- Cyclic Frames
B0t Clocks] OC toce
-EoE Suppoert [J Automatic DC Mode Selection
- Redundancy DCinuse
(- Diagnosis }
? Reference Clock: [[Term 6 (EL4732) | | | sekect.

(O Independent DC Time {Master Mode)
(O DC Time controlled by TwinCAT Time (Slave Mode)

o IEEE1588 terminal
Adjust Reference Clock
(@ DC Time controlled by Extemal Sync Deyi emal Mode)

h '}

Extemal Sync Device: [ [Term 11 (EL6688) | ] sele.
(O DC Time controlled by CCAT Time (Master Mode)
(O DC Time controlled by CCAT Time (Slave Mode)

Settings SYNC Shift Time (us)
[] Continuous Run-Time Measuring Percent of cycle time: 0% v

[] Sync Window Monitoring For Outputs: |3024_860 | + |0 |

n

0 For Inputs: |.1000 I + I() I

[[] Show DC System Time (64 bit)

Dc Sync Task: lHighest Priority v |

Fig. 4.37: EtherCAT DC configuration.

EL6688 Diagnostic

Under the CoE parameters of the EL6688 terminal, one could find some diagnostic data that indicates
how the terminal is functioning. The “PTP State” shall be in “SLAVE (9)” for a correct operation, see
the example in Fig. 4.38.
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General BtherCAT DC Process Data Plc Statup  CoE-Online  Opline
Update List [JAute Update  [+] Single Update [ ] Show Cffline Data
Advanced... | |
Add to Startup... Module OD (Ao Pot: [0 |
Index MName Flags Value Lnit
+- 1A02-0 TxPDO-Map BExtemal Sync Compact RO »6<
+- 1C00:0 Sync manager type RO >4 <
+-1C12:0 FxPDO assign RwW »0<
+-1C13:0 TxPDO assian Rw =1
+-1C33:0 SMinput parameter RO »32 <
+- FO00:0 Modular device profile RO 22
FOOB Code word RW e OOO00000 (0)
+- F330:0 PTP Comman RW »1<
+- F&81:.0 PTPv1 Settings R »7g
+- F&32:0 PTPvZ Settings RwW =0«
+- FRED:D Ethemet Settings R »d <
+- FEF0:0 Vendor data RwW =1«
= FAB0:0 PTP Diag RO 15 <
FABD:01  PTP Version RO PTPv2 (IEEE1588-2008) (32)
FABD:02 PTP State RO SLAVE (9)
FABD:03 Clock |dentity RO 00 01 05 FF FE 68 62 20
FAB0:04 Parent Port [dentity RO BC 26 C7 FF FE OF &B 80 00 09
FABD:05 Grandmaster ldentity RO EC 46 70 FF FE 0A SF 22
FAS0:06 Offset From Master ins) RO -5
FAB0:07 Mean Path Dealy ins) RO 128
FA80:08 Steps Removed RO (0003 (3)
FAB0:05 Sync BEvent Sequence Mumber RO 0CCE (3272)
FAB0:0A Timescale RO PTP (TAI} (1)
FABD:0B Cument tcOffset RO Y
FASD:0C  Curment LtcOffsetlsValid RO TRUE (1)
FASD:0D Leaphl RO FALSE (0)
FABD:0E LeaphS RO FALSE (0)
FAS0:0F Epoch_Mumber RO (0000 (0)

Fig.

4.38: EL6688 Diagnostic
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5 Keeping PLC Up to Date

From time-to-time Beckhoff releases new versions of TwinCAT software. It is a good practice to follow
the releases and keep the PLC SW (as well as the TwinCAT SW on the PC) up to date.

If not already done, create a Data directory on the PLC. This directory can be used to store various
installation files.

——

| 1 vl Computer » CX1800-0411-0009 3,845 (G » Dats b
Y P

File  Edit ‘iew Tools Help
Organize + Include in library « Share with + Mew folder i
s+ Favorites Marne = Date rmodified Type Size
Archived Licenses 2/TF2018 8:29 AM File folder
I+ =l Libraries Autolnattend_Files 3372017 5:10 PR File folder
LISESer 24142018 1:45 PM File folder
a8 Computer =] AutoUnattend.xml 12/16/2015 9:53 &M XML Document 5 KB
- FE. CH1800-0411-0009 w3.84a (C:) ﬁE’ putty-0.70-installer.msi 222018 3:39 PM Windows Installer ... LBT4 KB
Autolinattend_Files =] ServerConfig_TMC.xml 6/3072016 5:41 P XML Document TKE
+ | Autolnattend_Files_original =] ServerConfig_ThC_Filtered.xml 6/30/2016 541 P XML Document TEE
Setup IPC-Diag.exe 107442017 212 PM Application 34937 KB
* inetpub 0 TC31-XAR- Setup,3.1.4020,32.exe 2142017 629 PM Application 118,208 KB
Intel %TC31—)(AR-Setup.3.1.4022.14.&3 172142018 1102 &AM Application 140,926 KB
Perflogs TFE100-OPC-LA_3.3.8.0.exe 2/24/2017 LOAPM Application 36,057 KB
PLC_DeviceConfig 9 TF6100-0PC-UA 2.3.0.00exe 5/20/2017 430 PM Application 36,153 KB
Pragrarm Files B TF5340-Serial-Communication.exe 222018 10:12 AN Application 2,092 KB
ProgramData 1) USBSer.zip 22400017 1044 PM Compressed (zipp.., 57,753 KB
TwinCAT
Users
Windows
Fig. 5.1: PLC Data Directory
5.1 TwinCAT Runtime Update
To download latest TwinCAT software, go to www.beckhoff.com and navigate to: Down-

load/Software/TwinCAT 3/TE 1xxx | Runtime and select the latest version of TwinCAT 3.1 — eXtended
Automation Runtime (XAR).

After the download, unzip the file and copy it to the Data directory on the target PLC using the Remote
Desktop.

Fig. 5.1 shows an example file TC31-XAR-Setup.3.1.4022.14.exe. Double-click on the file and follow
the instructions. The update takes just a couple of minutes. At the end of the installation, the system
will have to be rebooted.

A video showing how to install new version of TwinCAT Runtime can be found here’.

7 hitps://europeansouthernobservatory-my.sharepoint.com/personal/jhaucke_eso_org/CSE/cins/cins_public/
SharedDocuments/PLCMaterial/Videos/PLC_Setup__ TC31-XAR_Installation.mp4
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5.2 How to Check TwinCAT Runtime Version
To check the version of currently installed TwinCAT Runtime, firstly log into the PLC. Click on the
TwinCAT icon in the lower right corner and select About TwinCAT. . ..

A window About TwinCAT System will pop up showing, among the others, the version, the perfor-
mance platform and the status of the licenses (see Fig. 5.2).

Ty
Ahout TwinCAT Systern
TwinCAT System Service  +3.1.0.2303
@ [ Twincar vi1.4022.14 |
Copyright BECKHOFF Automation © 13962017 AMS Net Id: (33714221714
Logon Uszer: W E\u" Platfarm: \mid perfarmance [BD]!..
Uger Group: UG atewayllsers System [d: |B3102384-5822-1FBE-CC10-FECEDB2A7FF 4
Device Type |4 [B2863405-5640-DE32 2ECE-07041A2B5D 32

Licenses:

Order Mo i")| License Instances Status 4
TC1100 ITCIIO cpu license valid (dongle)

TC1200 TCIPLC [riieenee |valid (dongle)

TC1210 ITCIPLC/Cas [epiiicanse |valid (dangle)

TC1300 TC3Cen |epurlizense |valid tdangle) 1
TF5000 ITC3 NG PTP [cpu license |valid (dongle) i
TFE100 ITC30PC-UA [ cpu license |valid tdangle)

TF6340 [Teasemakcarmunication:  |cpulicense | expired (Feb 24, 2018)
=

.@j About TwinCAT...

Toals

ealtirme Settings...

outer

Fig. 5.2: TwinCAT Runtime Version
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6 Uninstalling Existing OPC UA Server

To properly uninstall an existing OPC UA Server, several steps should be taken. This is necessary
when one wants to reinstall the server to modify some of the decisions taken during the original
installation, or when migrating from Servers versions prior to version 4.4.0. The process also includes
the removal of the opcua_user user.

1. Connect to the PLC via Remote Desktop

2. In Apps & Features (or Programs and Features on some machines) uninstall Beckhoff TF6100
OPC-UA Configurator

3. In Apps & Features (or Programs and Features on some machines) uninstall Beckhoff TF6100
OPC-UA Server

Remove the folder: C:\ TwinCAT" Functions\ TF6100-OPC-UA
Remove the folder: C:\ProgramData'\Beckhoff\ TF6100-OPC-UA
Remove the folder: C:\ProgramData\Beckhoff\ TF6100-OPC-UA-Server

N o o A

Remove the local users opcua_user:
a. Right click on Start

b. Click on Computer management. The same can be achieved by right-clicking on Computer
in the Windows Explorer and selecting Manage.

c. On the left pane: Local Users and Groups > Users

d. Delete the necessary users by right clicking on the name and selecting Delete.

Sl Loy S T Liurary S Liurary
1 Libraries
3 Documents
J Fusic A Computer Management I
k=] Pictures File  Action  ‘iew Help
B videos «3 | sB = HE
k7 (;Dmputer Management {Local} Marne Full Mame Description
e a [f} System Tools Bl £ i strat Built-i t for administert
J._E. C¥1800-0411-0009 42,95 (C:) . |"1"| Task Scheduler i rrinistrator Wilt-1n account rar administernng...
= ) # | Guest Built-in account for guest access tu,
> 4d] Event Viewer a
e OpCuUa_User  OpCcua_user
€W Metwork » il Shared Falders i prua
a B Local Users and Groups
| Groups
> E%‘E‘:JZI Performance
g Device Manager
a4 =5 Storage
=7 Disk Management
> T Services and Applications
Fig.6.1: ..

8. Reboot the PLC
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